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SECFENSE GHOST

Ghost for lvanti
/Connect Secure

Make it unreachable to the internet. Keep it fully operational for
verified users.
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WHO THIS DOCUMENT IS FOR

A two-page brief for security and network teams: how to remove the public attack surface of Ivanti

Connect Secure without replacing it.

THE EXPOSURE PROBLEM

Reachability, not severity, decides who gets
exploited first.

Ivanti Connect Secure appliances were the defining VPN target of recent years: chained zero-days,

espionage campaigns attributed to state actors, and public breach cases that started at a reachable login

page.

~5 days 32 days

from disclosure to exploitation, industry-wide median time organizations take to patch

For a reachable gateway, the patching race is unwinnable by design.

PUBLICLY KNOWN INCIDENTS WHAT IT ENABLED

CVE-2025-0282 - stack-based buffer overflow Ynauthenticated RCE zero-day; linked to the
confirmed breach at Nominet (.UK registry).

CVE-2025-22457 - buffer overflow Remote unauthenticated RCE, actively

exploited by a suspected China-nexus actor.

CVE-2023-46805 + CVE-2024-21887 chain Auth bypass chained to command injection; mass
exploitation of exposed appliances.
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WHAT GHOST DOES

Secfense Ghost is a pre-access layer that makes lvanti Connect Secure
unreachable from the public internet by default.

A network path exists only for users who have just proven they belong to your organization — through a
corporate-domain e-mail address or an organization-issued PKI certificate — and only for the duration of a

time-boxed session.

To scanners, exploit kits and zero-days, the gateway does not respond at all.

This is not security by obscurity.

Security by obscurity relies on a secret that can leak: a hidden port, an unlisted URL, a
magic knock. Ghost has no secret. It enforces default-deny at the network edge — no

handshake, no banner, no login page, even for attackers who know the exact address.

A route opens only after the user proves membership in the organization: control of a corporate-

domain mailbox or an organization-issued PKI certificate.

Invisibility is not the security mechanism — it is the result of it. This is authenticate-
before-connect, the core zero-trust principle, applied at the network layer.
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HOW

IT WORKS WITH IVANTI CONNECT SECURE

Verification happens before reachability.
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Deny by default

The gateway drops every packet from the public internet. No handshake, no banner, no attack surface.

User requests access

An employee opens the Ghost access point; their source IP is detected automatically.

Organizational verification

The user proves organizational membership: corporate-domain e-mail or an organization-issued PKI

certificate.

Route opens

The verified IP is published to the gateway allowlist, scoped to that user and session.

Access expires

The TTL lapses, the entry is removed, and the gateway goes dark again.

INTEGRATION NOTE

Ghost keeps the appliance dark by default and publishes verified user IPs to its network-level access controls
via API-driven automation, scoped per user and per session with automatic expiry. The Ivanti client experience

and existing realms/roles remain untouched.
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Deployed in about 2 hours.

Nothing gets reorganized.
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Deployed in about 2 hours

Ghost sits in front of what you already run. The
first gateway is typically protected within about 2
hours — not as part of a migration program.
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No network redesign

No new tunnels, no re-architected routing, no
agents to mass-deploy. Topology stays as it is.

COMPLIANCE

©
NISZ Art. 21

Requires risk-proportionate technical measures
including access control and network security.
Removing public reachability of access systems
is a direct, demonstrable risk reduction.
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Your infrastructure

Deployed on-prem or in your cloud. User traffic
never routes through anyone else's cloud — ours
included.

Nothing new for users

One lightweight step before connecting:
corporate e-mail confirmation or a certificate
already on the device. The client stays the same.

©)
DORA

Requires financial entities to minimize their ICT
attack surface. Ghost removes public
reachability and gates every route on verified
organizational identity — corporate e-mail
domain or PKI certificates.
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WHAT GHOST IS NOT

Not a patching substitute. An unreachable gateway removes opportunistic exploitation
and buys time, but vulnerable software should still be patched.

Not a full ZTNA platform. Ghost governs who can reach the gateway, not per-
application micro-segmentation behind it.

Not magic for every network. CGNAT or heavily shared egress IPs require one of
Ghost's alternative deployment modes; we qualify this before you commit.

See exactly what attackers see.

Request a free Exposure Report : a passive scan of your public
perimeter, reviewed by a Secfense engineer, delivered within 24
hours. No installation, no access to your systems required.

Request your Exposure Report > Contact Sales

Secfense secures the largest passkey deployment in European banking (1.5M corporate banking users) and is trusted by

leaders in finance, insurance and critical infrastructure across the EU.


https://secfense.com/campaigns/ghost
https://secfense.com/contact
https://secfense.com/contact
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https://secfense.com/
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